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Law No. 151 for the Year 2020
Promulgating Personal Data Protection Law
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In the name of people,
The President
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The Parliament has approved the following law
and accordingly we promulgated the law:
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Article (1)

(1) salal

The provisions of this law and the attached law
shall apply in relation to the protection of
personal data that are processed electronically,
in part or in full, at any recipient, controller or
processor with respect to natural persons.
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Article (2)

(Y) sala

The provisions of this law shall apply to any person
who commits any of the crimes stipulated in the
aftached law, whenever the perpetrator is an
Egyptian within the Arab Republic of Egypt or
abroad, or a foreigner residing in the Arab
Republic of Egypt, or foreigners residing abroad
provided that the act is punishable, under any
legal qualification, in the country where it took
place and provided that the data, subject of the
crime, belongs to Egyptians or foreigners residing
in the Arab Republic of Egypt.
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Article (3)

(v) salal

The provisions of the attached law do not apply
to the following:
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1. Personal data of third parties that are
maintained by natural persons and
processed for personal use.

g ¢ all saenlall Galdsl) Ly dafing A Aaadsl) i)
- eddl) pladaudl Lgiallae

A

2. Personal datfa that are processed for the | il e Jymall (o sl &0 G Aaadsl) il LY
purpose of obtaining official statistical data, esisild Gl ks 5 cisacsl Alany)
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3. Personal data that are processed exclusively | eyl (algd has lgallee &5 ) dpaddll clild ¥
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other purposes, and without prejudice to the ’ ’ ’
laws governing the press and media.

4. Personal data relafing to law enforcement ¢

records, investigations and lawsuits.
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5. Personal data held by the National Security
Authorities and the data it considers, at its
discretion, for other considerations.
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The Center shall notify the conftroller or processor
upon the request of the Natfional Security
Authorities, fo amend, erase, conceal, make
available or circulate personal data within @
specified period, according to national security
considerations. The confroller or processor shall
comply with the notification within the specified
period.
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6. Personal data held at the Central Bank of
Egypt and the entities under its supervision
and control, except money transfer
companies and foreign exchange
companies, taking into consideration the
rules prescribed by the Central Bank of Egypt
concerning dealing with personal data.
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Article (4)

(%) sl

The Competent Minister responsible  for
telecommunications and information
technology shallissue the Executive Regulation of
the attached law within six months from its
effective date.
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Article (5) (°) st
The economic courts shall have jurisdiction over | LY daladl (Sip Jll dhall sy Loladl Slaall (s
the crimes committed in violation of the ) gyl il
provisions of the aftached law. hdiied
Article (6) (1) sawa

The partfies addressed by this law shall comply
with the provisions of the aftached law and its
Executive Regulations, within one year from the
date of issuance of the Executive Regulations.
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Article (7)

(V) 8alal

This law shall be published in the Official Gazette
and shall come into force three months after the
day following its publication date.
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This law shall be stamped by the state’s stamp
and shall be enforced as one of the laws of the
state.

Issued by the presidency on 22 dhul gadah 1441
hijri (july 13th, 2020)
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Personal Data Protection Law
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the following terms and phrases shall have the
medaning given to them below:
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Personal Data: any data relating to an identified
natural person, or one who is identifiable, directly
or indirectly, by connecting such data to any
other data, such as a name, a voice, a
photograph, an identification number, an online
identity identfifier, or any data referring to the
person’s psychological, medical, economic,
cultural or social identity.
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Processing: any electronic or technological
operation to write, collect, record, save, store,
merge, display, send, receive, circulate, publish,
erase, change, edit, retrieve, or analyze personal
data using any intermediary or any electronic or
technical device whether partially or fully.
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Sensitive Personal Data: the data revealing the
psychological, mental, physiological or genetic
health data “biometric data”, financial data,
religious beliefs, political opinions or the security
status and in all cases, data relating to children is
considered to be sensitive data.
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Data Subject: any natural person to whom
electronically processed personal data s
aftributed which identifies him legally or factually
and is capable of identifying him from any other
person.

Ladd lly 4l uti auh padd gl bbb daal) (adlid)
ot 08 B (e oSay Olad gl sl anle 5 L i< Aallase

Recipient: any natural or legal person, legally or
factually holding and retaining personal data in
any manner, or by any means of storage,
regardless of whether that person is the creator
of the personal data or such datais transferred to
him by any means of fransfer.
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Controller: any natural or legal person who has -
by virtue of the nature of his activities - the right
tfo obtain Personal Data and to specify the
method, manner and criteria of retaining,
processing or confrolling such data according to
the specified purpose or to his actfivities.
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Processor: any natfural or legal person authorized,
by virtue of the nature of his work, to process
Personal Data for his benefit or for the benefit of
the Controller by way of an agreement with the
Controller and in accordance with  his
instructions.
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Making the Personal Data Avadilable: any means
by which serve to disclose Personal Data to others
such as by way of viewing, circulating, publishing,
fransferring, using, displaying, sending, receiving
or disclosing Personal Data.
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Data Security: technological and regulatory
procedures and operations that would protect
the privacy, confidentiality, safety, unity and
completeness of personal data.
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Personal Data Breach: any unauthorized or illegall
access to Personal Data, or any other illegitimate
operation to reproduce, send, distribute,
exchange, fransfer, or circulate which aims to
reveal or disclose such Personal Data, ordamage
or edit it while being stored, fransferred or
processed.
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Cross Border Movement of Personal Data: to
transfer, make available, record, store, circulate,
publish, use, display, send, receive or retrieve
Personal Data or process such data from inside
the geographic borders of the Arab Republic of
Egypt to outside of those borders or vice versa.
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Electronic Marketing: sending any message,
statement, advertisement, or marketing content,
by any fechnological means, regardless of ifs
nature or form, which directly or indirectly, aims
fo promote goods, services or commercial,
political, social, or charitable petitions or
requests, addressed to specific persons.
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National Security Authorities: the Presidency, the
Ministry of Defense, the Ministry of Interior, the
General Inteligence  Service and the
Administrative Control Authority.
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The Center: Personal Data Protection Center.
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License: an official document issued by the
Center to a legal person granting him the right to
collect, store, fransfer or process electronic
personal data or fto carry out Electronic
Marketing activities or all of the previously
mentioned activities and deal with such data by
any means. The License shall determine the
obligations of the licensee in accordance with
the rules, conditions, procedures and fechnical
criteria specified in the Executive Regulations of
this Law. The license shall be issued for a period of
three years, renewable for other durations.
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Permit: an official document issued by the Center
to a natural or a legal persons granting him the
right to collect, store, fransfer or process personal
data electronically or to carry out Electronic
Marketing activities or all of the above and to
deal with such data by any means or to carry out
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a specific task or specific tasks. This document
shall determine the obligations of the permit
holder in accordance with the rules, conditions,
procedures and technical criteria specified in the
Executive Regulations. The permit shall be issued
for a temporary period not exceeding one year,
renewable for more than one duration.
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Certification: a certificate issued from the Center
indicating that the natural or legal person has
safisfied all technical, legal and regulatory
requirements specified in the Executive
Regulations of this law, qualifying him to provide
consultancy services in the field of personal data
protection.
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Competent Minister: the competent minister in
the field of telecommunications and information
technology.
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Chapter Two
Rights of the Data Subject
Conditions of Data Collection and Processing
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Article (2)

(Y) dala

Personal Data may not be collected, processed,
disclosed or revealed by any means except with
the explicit consent of the Data Subject or in
cases permitted by law.
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The Data Subject shall have the following rights:
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1. Having knowledge of, reviewing, having
access to and obtaining Personal Data related
to him which is held by any Recipient,
Controller or Processor.
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2. Reversing the prior consent concerning the
retention or Processing of his Personal Data.
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updating his Personal Data. el

4. Limiting the scope of Processing to a specified
range.

5. Having knowledge of any Personal Data

Breach with respect to his Personal Data.
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6. Objecting on the Processing of Personal Data
or its results whenever it confradicts with the
principal rights and freedoms of the Data
Subject.
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Except for clause (5) of the previous paragraph,
the Data Subject shall pay a charge for the
service offered by the Conftroller or the Processor
with respect to the exercise of his rights. The
Center shall issue decisions specifying such
charge which shall not exceed twenty thousand
pounds.
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to collect, Process and retain Personal Data:
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1.

Personal Data shall be collected for specific
legitimate purposes announced to the Data
Subject.
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It shall be correct, valid and secured.
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It shall be processed in a legitimate manner
and in compliance with the purposes for
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which it has been collected. e
4. It shall not be retained for a duration longer | =l sl LU sl (e Jshl 52l Lgy Bl 2 YT ¢
than that required for the fulfiment of the el sand

designated purpose.

The Executive Regulations of this Law shall specify

the policies,

procedures, regulations and

standard criteria for the collection, Processing,
retention and security of such data.
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Chapter Three

Obligations of the Controller and the Processor

First: Controller's Obligations
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Article (4)
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Without prejudice to Article (12) of this Law, the

Controller shall undertake the following:

£ h Loy aSaiall agl ey gilall 138 e (0 Y) Balal) S8 T blelya e

1.

Obtaining or receiving Personal Data from the
Recipient or the entities designated to provide
such data, as the case maybe, after obtaining
the consent of the Data Subject orin the cases
permitted by law.
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Ensuring the validity, conformity and
sufficiency of the Personal Data along with the
designated purpose of its collection.
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Setting a method, a manner and standards for
Processing pursuant to the designated
purpose, unless the Processor is delegated to
undertake such task, by virtue of a written
contract.
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4. Ensuring the applicability of the designated | iiasisll clildl ses o 20mall Gmpal Gl e S ¢
purpose behind the collection of the Personal Ll el
Data for Processing. DR

5. Undertaking or refraining from an act that | il dab) als ge 0 dae oo glina¥) s dam ol Lo

would result in Making the Personal Data
Available exceptin the cases permitted by the
law.
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Taking all technical and regulatory procedures
and applying the standard criteria necessary
for the protection and security of Personal
Data to ensure its confidentiality and avoid
any Personal Data Breach, damage, alteration
or manipulation of such Personal Data through
any illegal procedure.

Lalidl) ulad) Guaiy duedaiilly il CilelaY) gaen Ma3l 1
ey elgine e Uslis Lginaliy duadal) cililu) dlead 20D
2 ehal @ B ol Sl Wy S 6B Sl Lalsl

R

&/ Arabella Plaza, Building 2,
New Cairo, Cairo, Egypt

SHARKAWY
& SARHAN

N (+202) 23 22 54 00

4

W www.sharkaylaw.com

info@sharkawylaw.com



https://www.google.com.eg/maps/place/Arabella+Plaza/@29.9920082,31.4309997,17z/data=!3m1!4b1!4m5!3m4!1s0x14583cbab15c4571:0xc5e8e72d9756378a!8m2!3d29.9920082!4d31.4331937?hl=en
https://www.google.com.eg/maps/place/Arabella+Plaza/@29.9920082,31.4309997,17z/data=!3m1!4b1!4m5!3m4!1s0x14583cbab15c4571:0xc5e8e72d9756378a!8m2!3d29.9920082!4d31.4331937?hl=en
mailto:info@sharkawylaw.com
http://www.sharkaylaw.com/

SHARKAWY

& SARHAN SHARKAWY & SARHAN LAW FIRM

7. Erasing any Personal Data under his control, | L (i sasall Gajad) sliadil e 4pal draddll clld) e .Y
upon the fulfillment of the designated purpose. . ¢ ¢ . .
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purpose, such data shall be retained in a form bl
that does not allow for the identification of the o
Data Subject.

8. Rectifying any error in the Personal Data upon A dade of 482 o8 Bpaddll Gl Uas (o mas LA
being informed or having knowledge of such
error.

9. Holding a specific register for the data | cliull il ciams e of Lo cclilbll pald daw Gl .4
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duration, restrictions, scope of such disclosure | = &kl &l Slehayl chags 3p3adl e Lot
or availability as well as the mechanism set for bl ol
erasing or editing such Personal Data, or any
other data related to the Cross Border
Movement of such Personal Data. The record
shall also include a description of the technical
and regulatory procedures of the Data
Security.

10. Obtaining a License or Permit from the Center | ciilul xe Jolatll 5l (0 peapest 5l asiss e Jgemall )
to deal in Personal Data. el

11. The Controller outside the Arab Republic of G4 Jiee el Aupell eae djsgen )l oSaidl pil L))
Egypt must appoint a representative within | .. . . s .
the Arab Republic of Egypt as per the Annll 2Bl s Gl il e el Rl s Bpsen
specifications stipulated in the Executive
Regulations.

12. Provide the necessary means to prove its | gl 1 ets}i Gk 4l Gl Al Gl jég Y

compliance with the provisions of this law and
allow the Center to perform the necessary
inspection and supervision for ensuring such
compliance.

ol (o oSl 208y A5 e Sall (359

In case there is more than one Confroller, each
one shall abide by all the obligations stipulated in
this Law, and the Data Subject has the right to
exercise his rights against each Confroller
separately.

SN gaans agie US a3k aSaie e ST agny s (A
Bas e oSata Sl

The Executive Regulations of this Law shall specify
the policies, procedures, regulations and
technical criteria of such obligations.
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Second: The Obligations of the Processor

llaal) clalal) Ll

Article (5)

(°) 82t

Without prejudice to Article (12) of this Law, the

Processor of the Personal Data shall undertake

the

following:

i) sl agl (gl 138 (e (1Y) Bolall A8 T Bleye e

o Ly dpantl

1.

Conducting and executing the Processing
pursuant to the regulatory rules of this Law
and ifs Executive Regulations and in
accordance with the legitimate and legal
conditions and based on the written
instructions provided to him by the Center or
the Controller or by any relevant person, as
the case may be, particularly, with respect to
the scope of the Processing activity, its
subject and nature, as well as the type of the
Personal Data and its conformity and
sufficiency with the designated purpose.

Ol gy Gl akiall clgil Gl laduisiy dalleall shyal
oo By aglally degrda)l VLN Gy dunll aad
@3 5l e sl Sl sl Sall (e al) Bl g€l iladarl
Aee 3l iy Led Aald dheasy (Y] Ciens dia
lgilinly dpaddll bl goiy lginnhay Lo singey dalledl)

Al saal Gl e LeliS

The purpose of the Processing and the
exercise thereof shall be legitimate and shall
not violate the public order or public morals.

Alaill Callan Yy cde gy iapleas dallaal) bl (sS of
el QY alad)

Not exceeding the designated purpose of
Processing and its duration. The Controller, the
Data Subject or each relevant person, as the
case may be, shall be notified of the duration
necessary for Processing.

pSaiall jUad) g elgizgg Aadlaall daaddl (apall jglat are
(WY Cny i (53 U ) bl ) (adidl
Aalleall LU 5aally

Erasing the Personal Data following the lapse
of the Processing duration or the delivery of
such data to the Controller.

coSatiall Lt ol Andlaal) 8ae sliaiily dradil) Ul sas

Undertaking or refraining from an act that
would result in Making the Personal Data
Available or reveal the Processing results,
except in the cases permitted by the law.

bl 4l 4l e 05 dae oo glaaY) s Jesy ol
il gy zyeaall JIsal) 8 Y) dallaall il of dpadiil

Not conducting any Processing of the
Personal Data in a way that contradicts the
purpose or the activity of the Conftroller unless
it is done for a statistical or educational
purpose that does not target a profit and
without prejudice to the right to privacy.

Uag ge palal Bpaddl) @bl dalles (s sha) s
alad ol Jlas) (mpr Glld IS 1Y) el of Lgd aSaal)

Protecting and securing the Processing
operation, the intermediaries and the
electronic devices used in Processing, as well
as the Personal Data included therein.

g iKY Beally Liluglly dalleall ddee Cpaliy dles
Aaadd Glily e lgle Loy @lld 8 daadio)

Not causing any direct or indirect damage to
the Data Subject.

S dle IS8 GlldL Jedl paddll i gl Glal) pae

b e

Preparing a designated register designated
for the Processing activities that take place
thereat, provided that it includes the
Processing categories undertaken on behalf
of any Conftroller, the contact details of the
Processor and the Data Protection Officer of
the Processor, the duration of Processing, ifs

@l ey o o e dalled) Sllens ald o dlae)
4 Juay) @bl oSt @l oo Ll Lo A dadlad)
sy Aadlaall dnajll daally capad bl doles Jyisas
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restrictions, scope and the erasure or edit
mechanisms for the Personal Data held at the
Processor, as well as a description of the
fechnical and regulatory procedures related
fo the Data Security and the Processing
operations.

alleey bl el Laldll Ladaslly dusll clela
LAalledll

. Providing the means necessary to prove the
Processor's compliance with respect to the
application of the provisions of this Law upon
the request of the Controller and allowing the
Center to conduct the necessary inspection
and supervision for  ensuring such
compliance.

s xie sl 13a AlKaT gadaty 4aiil) By lolKaY) yée .
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11. Obtaining a License or a Permit from the
Center in order to deal in the Personal Data.

bl e Jalaill 3O (e gy o asdi e Jgaasll

sl
12. The Processor outside the Arab Republic of | s a4l (e cowis Zapall jeme Ljsgens s glladd) ol Y
Egypt must appoint a representative in the | © . . . . i . T .
. | s J5¢an
Arab Republic of Egypt as indicated in the il Dl s ) il e Ay Bappell seme Bssees
Executive Regulations.
If there is more than one Processor, each | LNl guss seie JS aiil allas (o ST 25ns Jla by
Processor shall abide by all the obligations e s e Ja bl ol e 6 lede i |
stipulated in this Law, in case of the absence of a il ¢ S ¢ U
contract that clearly specifies the obligations Z3as agie IS ldgiaas lalill dasy
and responsibilities of each of them.
The Executive Regulations of this Law shall specify | Lujgally el colubud) ¢silil 13gd duinl) 2a) aaats
the policies, procedures, regulations, conditions, . c e .
Laala) ) el Glaalend v
instructions and standard criteria of such L) A Bl Dalelly bl 254,
obligations.
Third: Processing Conditions Aallaal) Jag i G
Article (8) W
Electronic Processing shall _be considered | .. o ilg Jla b dusilEs degyde duig pSNY) dalladl a3
legitimate and legal in the following cases: 2] e
1. If the Data Subject approves the Processing | suas daf o dallaal eha) oo lblall jod) Gaddll dilse )
for achieving one or more specific purpose. P o
.).15‘ ‘9\ Adaa U
2. If the Processing is necessary and essential for | Gy f gailas ol 1 4y pem 4a)¥ dalladl o585 of .Y
the performance of a contractual obligation, ) - ., . : <
Byilaad o (bl el (addll Al | sl
taking a legal action, concluding an | 277 ‘5“5 ool gllual e b T
agreement for the benefit of the Data Subject e g lall gl al dnglal) Geaally ddladll Clelya) e )
or for exercising any procedure with respect
to claiming or defending the Data Subject's
legal rights.
3. In case of the Performance of an obligation | i izl gasill e ge el 5l gl aakay o5l diw ¥

regulated by the law or an order issued by the
competent investigation authorities or
pursuant to a court judgement.

cld oS e ol

4. In case of enabling the Controller to perform
his obligations or any relevant person to
exercise his legitimate rights unless such

Ljlas (o A (65 gl ol el ALl (e oSanall Ko
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matter contradicts with the basic rights and
freedoms of the Data Subject.

Fourth: Notification and Reporting

3l Ayl Al :la)

Article (7)

(V) 8ala

Each of the Controller and the Processor, as the
case may be, and upon becoming aware of the
occurrence of a Personal Data Breach with
respect fo the Personal Data held by him, shall
report this to the Center within seventy two hours.
In case such Personal Data Breach is related to
natfional security considerations, reporting shall
take place immediately. The Center shall
immediately, in all cases, notify the National
Security Authorities of such incident and shall
provide them, within seventy-two hours of the
date of knowledge, with the following:

G5 3sas dale dla JIsa) s gellaally aSasiall IS a3k
Oy ) DA el § 0L 4l duad sl cilibull gl
Ll hlael e gy 5 @a0 15 oIS s s dela
a1 s s 5Sal eg clysh ¢3UY) (5<8 asil) e
35a slilsas il WS clgd adlsll cagdl) 0aY) e lad)

th L dale 5l (g Aol Cpnsay Gl DA

1. A description of the nature of the Personal
Data Breach, its form, reasons and the
approximate number of Personal Data
affected and their registers.

el) 232y iy 4509 (@) S BAN dapda Caay L)

2. The data of the relevant Data Protection
Officer.

v A sl Ul Ales Jgese Uil LY

3. The potential consequences of the Personal
Data Breach.

Al ol 3Al Galal dasdl JBY) LY

4. A description of the adopted procedures
which are proposed fo be taken against the
Personal Data Breach or for limiting ifs
negative consequences.

o AT 138 dgalsal kit #ikally s3a0l) Clehal) Chay .
Al ol e dalially gy

5. Approving any Personal Data Breach and the
rectification procedures taken against the
Personal Data Breach.

Slelayly dduatall cbll dlgul i Gl sig .o
cigalgal 53300 asas i)

6. Providing any document, information or data
that the Center requests.

el Lgallay by o claglaa of 3l 1

In all cases, the Controller and the Processor shall,
as the case may be, notify the Data Subject
within three business days as of the date of
reporting, along with the taken procedures.

The Executive Regulations of this Law shall specify
the procedures of reporting and notfification.

W) s cllaally oSaiall e na JlsaY) maes
Eb e dee AU A PlA ULl el (il Uil
clehal e o3A3) 5 Lag £
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Chapter Four
The Data Protection Officer
First: Appointing the Data Protection Officer

&) il
doaddl) bl Alas Jghae Cmns Yl

Article (8)

(A) 8t

Aregister shall be created for registering the Data
Protection Officers. The Executive Regulations of
this Law shall specify the registering conditions, its
procedures and the registering mechanisms.

AU 2aaty cdoad sl Gl Lla Jgioe 2l Jawe b Lay
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The legal representative of the legal person of
any Controller or Processor shall appoint, within its
legal entity and organizational sfructure, a
competent Data Protection Officer to be in
charge of the protection of the Personal Data, by
registering such officer in the register designated
for the Data Protection Officers held at the
Center. This shall be announced.

O ol @l f oSatie (Y glae) adall Sl Jiad) a5y
Ll o Yoo Laida lilige aligll iy sl ailS Jals
Lpadal) CUL Ales Jsione Jans 8 o2y llys Lpmd sl UL

Ay e Gleag ¢ 3SHally

The Conftroller or the Processor, who is a natural
person, shall be in charge of the application of
the provisions of this Law.

ST Badss e Jggend) s llaal) o aSanall alal) adsll (5Sss

Lsiall 1

Second: The Obligations of the Data Protection
Officer

doadal) clilad) Ales Jg e cilalial) Lol

Article (9)

(%) 8ala

The Data Protection Officer shall be in charge of
the execution of the provisions of this Law, its
Executive Regulations, and the decisions of the
Center and shall monitor the procedures
applicable within its enfity and supervise the
application of such procedures, in addition fo
receiving requests related to Personal Data, as
per the provisions of this Law.

Osall HSAT 34 e Ysian paddl) bl dles Jodone 055
Jala e dsanall b}l &lhag ¢ 3S5al) by daiiil) iais
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COslal 13 LSy

The Data Protection Officer shall, in particular,
undertake the following:

1V sl e aibs

1. Performing a regular evaluation and
inspection of the Personal Data protection
system and avoiding its breach as well as
approving the results of such evaluation and
issuing the recommendations necessary for its
protection.

gileal LU laaasill haaly pudill s (3585 cleilia)

2. Working as a direct contact point with the
Center and implementing its decisions, with
respect to the application of the provisions of
this Law.

ooty Lad caihli diig 3al pe Byilae Jlall L€ Jaall LY
Ol 138 ASaT sals

3. Enabling the Data Subject to exercise its rights
stipulated in this Law.

L0l s 8 Lgile
4. Nofifying the Center upon the occurrence of | diassl cltull dign) f Gya @l agag Jla B 3 jlha) ¢
any Personal Data Breach with respect to the . wl

Personal Data held by the Data Protection
Officer.

5. Replying to the requests presented by the
Data Subject or any relevant person and
responding to the Center with respect to the
complaints submitted by either of them in
accordance with the provisions of this law.

@3 S 5 bl faall et e desid) Sl e oyl Lo
Legio (6f (e 4l dadid) clallanll 3 <0l e 3y cdia
Lol 1aa A\SSY g

6. Monitoring the registration and the update of
the Personal Data register held by the
Controller, or the Processing operations register
held by the Processor, to guarantee the
accuracy of the data and information
registered therein.

S Sl s duadall Gl Jawd Gunailly adl) dalie X
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7. Eliminating any violations related to the
Personal Data within its entity and undertaking
the rectification procedures related thereto.

Maly call€ Jaly draddl) Ul diie clillae o 4 LY
Al i) Clel )

8. Organizing training programs for its employees
as necessary for improving their qualifications
to meet the requirements of this law.

iy Loy pebiall (il alasal LoD Ayl abal) aidass LA
-Qgilal) 12 clillaie xa

- The Executive Regulations of this Law shall
specify the obligations, procedures, and other
tasks that the Data Protection Officer shall
perform.

aleally lehayly LN ¢l 13g] il AaDU s
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Chapter Five
The Procedures of Making the Personal Data
Available)

oAl adl)
(w\ il daly) sba))

Article (10)

(\ ~) dala

Each of the Confroller, Processor and Recipient
shall, upon request, Make the Personal Data
Avdilable under the following procedures:

Apad sl il dal) Gl sie ilally alleally aSatdl (e S a3k

A el

1. Therequest shall be in a written form and shall
be submitted by a relevant person or
according to a legal ground.

i By o dia 63 e 4]ty S il e 2l 05 o L)

PR

2. Verifying the availability of the documents
necessary for the Making the Personal Data
Available and retaining such documents.

g LlaaYly Aaby) dend APl colatiwall j86 cpe Gasall LY

3. Ruling over the request and its supporting
documents within a duration of six working
days as of the date of its submission. In case
the request is rejected, such rejection must be
justified. The lapse of the mentioned period
without any decision shall be considered a
rejection.

(] e fyli (g Jae ol Fiw PDIA a3latiney bl & el LY
e iinsg <Liasa (bl 05 o com Gl B steam ey
uaﬂ‘)ﬂ eS; L_.sﬁ 3 O‘BJ L@:dl JLL:AAM I XA]

Article (11)

(1Y) 8aa

Digital evidence derived from Personal Data
pursuant to the provisions of this Law, shall have
the same binding force as that of evidence
derived from wriften data and information,

Osal) 138 HEAY il dacad sl UL e dienal) a3l Qi (5
Glaglaally ULl (e saciall DU 5y jaall ) & duaal) @l
13¢d haanl) AaDUL 8 el dxall dag yilly juleall Cadgind e duadl)

provided that it fulfils the criteria and technical Ol
conditions mentioned in the Executive
Regulations of this Law.

Chapter Six
Sensitive Personal Data

u.u.\m‘ ‘Ldﬂ )
Laleal) Luaiidd) bl

Article (12)

(YY) 82k

The Controller or the Processor whether, a natural
or legal person, is prohibited from collecting,
fransferring, storing, saving, Processing Sensitive
Personal Data, or Making the Personal Data
Available except by virtue of a License issued by
the Center.

e Bylie) ol Gapds Liadd OIS olgas ellaall ol aSaidll e laay
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Al e gt V) Ll

Except in the cases permitted by the Law, the
Controller or the Processor must obtain the
explicit written consent of the Data Subject.
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In case of performing any of the above-
mentioned activities on children data, then the
legal guardian's consent shall be required.

ool Aaile a3k JULY) il gl S e dlee (sl ehal Alla by

Y

The participation of a child in a game,
competition or any other activity shall not be
conditioned on the submission of extra Personal
Data of the child that is not necessary for the
participation therein.

Al Ll (gl o dilae 5 daad 8 Jilal) AL 00 YT
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the criteriac and
the  Executive

All in accordance with
regulations  specified by
Regulations of this Law.
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Article (13)

(YY) 8l

In addition to the obligations mentioned in Article
(9) of this Law, The Data Protection Officer and his
aoffiliates at the Controller or the Processer, shall
follow and fulfil the security policies and
procedures necessary for avoiding any Sensitive
Personal Data breach.
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Chapter Seven
Cross Border Movement of Personal Data

) Jual
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Article (14)

(V¢) 8ala

Transferring, storing or sharing Personal Data that
is collected or prepared for Processing, to a
foreign country, shall be prohibited unless such
country guarantees a level of protection of the
Personal Data, that does not fall below that level
stipulated in this Law and subject to obtaining the
relevant License or Permit from the Center.
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On e s V) LESLie sl Leias o duial dlsy ) dallaal
wandyig (Oaildl) 13a 8 adde (agaidl gl ge Ji Y Ll

S9AN (e s

The Executive Regulations of this Law shall specify
the policies, criteria, regulations and rules
necessary for transferring, storing, sharing,
Processing or Making the Personal Data Available
across borders and its protection.
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Article (15)

(Vo) 8ala

As an exception to Article (14) of this Law, if the
explicit consent of the Data Subject or his
representative is obtained, then the fransfer,
share, circulation or Processing of the Personal
Data to a country that does not offer the level of
Protection mentioned in the previous article, may
take place in the following cases:
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1. To protect the life of the Data Subject and
provide him medical care or treatment or
manage his health services.

Loyl yagy cclbldl Jedd) Gaddll sla e dldladll L)
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2. To perform obligations in order to prove the
existence of a legal right or to exercise or
defend such right before the judiciary.
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3. To conclude an agreement or execute a
previously concluded agreement or an
agreement to be entered into, between
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the person in charge of the Processing and
third parties, for the benefit of the Data
Subject.

4. To perform a specific procedure relating to
international judicial cooperation.

o5 B Ooglety pald bl bin Lt

5. When necessary, or required by law, in
order to protect the public inferest.

el daliad)l leal 3536 ol) of 55 392y .0

6. To transfer money to another country in
accordance with its specified and
enforceable laws.

saasall gyl Gy ()il lgn 1) A cDlgad sha) .1

Ay

7. If the transfer or circulation is made
pursuant to a bilateral or multilateral
infernational agreement that Egypt is a
party thereto.

aaxia gl S g0 Gl s 2 Jalal ol Jall €0y LY
o yh Lapall s sgan 055 iLLY)

Article (16)

(V1) 8aka

The Controller or the Processor may, as the case
may be, Make the Personal Data Available to
another Controller or Processor outside the Arab
Republic of Egypt by virtue of a License from the
Center provided that the following conditions
have been met:

aSaial draddl) lilad) Aab) ¢ JlsaY) ey eallaall i aSaiall joas

o 55 G padi dunll jems dyseas pla AT mllae

A8Y) Jag il cjig

1. If there is conformity between the nature of
work of each of the Conftrollers or Processors,
or the unity of the purpose by virtue of which
they obtain the Personal Data.

Ul Bang ol cpalleall o CpeSanidl e IS Jae dank Blal LY

2. If each of the Confrollers or Processors, or the
Data Subject, have alegitimate interest in the
Personal Data.

Coalladl o CpaeSaiall e JS 6 degiidl dalaadl ilg LY
bl el Gadal) g ol duadall cililull

3. The level of legal and technical protection of
the Personal Data offered by the Conftroller or
Processor abroad shall not fall below the level
of protection provided in the Arab Republic
of Egypt.

6 dpaadll @bl dualy dogld) dleal) g Ja YTV
G s gsed) ge Al sasmsall mlladl oSl
Ayl yae doysgen

The Executive Regulations of this Law shall specify
the necessary conditions, procedures,
precautions, criteria, and rules.

llaliaYls ClehaYly cllala¥) sl 1ig) Lgnl) AU sy
LU LU aclgilly ulaalls

Chapter Eight Ol Juadl)
Direct Electronic Marketing AL g Gaged)
Article (17) (V) 32k

Any electronic communication for the purpose of
direct marketing to the Data Subject shall be
prohibited unless the following conditions are
met:

irall padall Haball gl Gmsi (g i) Jlail of sha) Hlan

1. Obtaining the prior consent of the Data
Subject.

Ll Jnall ad ) (o AElse e Jsanll )

2. The communication shall include the identity
of its creator and sender.

caliopeg didie Dogs Jlai¥) (et of LY

3. The sender shall have a valid address in order
to be reached.
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4. The communication must indicate that its
purpose is direct marketing.

i) Gapetl) bl Juye Sg 5N Jlat¥) of ) slayl ¢

5. Sefting clear and uncomplicated mechanisms
to allow the Data Subject to refuse electronic
communication or to withdraw his consent to
send such communication.

e Gl el (addl) (Kl dyumag daaly Gl asg L0
Adll) e asiilsa e Jgaad) of g 51 Sl i)

Article (18)

(YA) 32k

The sender of any electronic communication for
the purpose of direct marketing, shall undertake
the following:

SN Al sl Gy (39 A8 st Y Jp) ol

:Ay)

1. Specifying a defined marketing purpose.

Sl gl a0

2. Not disclosing the contact details of the Data
Subject.

bl el Gaddll Jlai) ity ge mlad)) pe LY

3. Maintaining electronic registers evidencing
the consent of the Data Subject and any
amendments to such data, or the non-
objection of the Data Subject on the
confinuation of receiving Electronic Marketing
communication for a duration of three years as
of the date of the last sent communication.

el (addll dadlge L i dng Sl Cllaw Llosl) LY
i ol ohaind e acalpel s gl (gDl clilll
-dl))

The Executive Regulations of this Law shall
determine the rules, conditions and regulations
related to direct Electronic Marketing.

Al Lalgeally Jagpalls aclll gl 13g] il Al aad
< aluall 3 ST G geailly

Chapter Nine
Personal Data Protection Center

sl Juaidl
Loaddl) clilbdl Llas S5

(V9) 8aka

Article (19)
A public economic authority, named the
"Personal Data Protection Center' shall be
established under the authority of the

Competent Minister and shall have a legal
personality with headquarters in Cairo or one of
the adjacent governorates. Such authority shall
aim at protecting the Personal Data and
regulafing its Processing and process of Making
the Personal Data Available. It has the right, in
order to attain its objectives, to exercise all the
competences stipulated in this Law, particularly,
the following:

&5 Cipaddll Gl Gla 36" e Lobasi) ddle dia Lan
ol ljie 055 cAlie ) duaddl) b (sSiy il il
lea L Gaagiy lgd Byslaall cllablaall (gas) ol sl dlaslae
Leilaal (aiat Jues 3 Laly lginlily Lginllaa aidatiy duad sl L)
o el gl g Ll Gagaaiall Clalaia¥) aues il ¢

: Y il

- Setting, developing the policies and
strategic plans as well as the programs
necessary for protecting the Personal
Data and implementing them.

ek e oLlly Aad all bl Adeal

- Unifying policies and plans concerning
the protection and Processing of the
Personal Data within the Arab Republic of

Egypt.

JAl Aead )l Gl Aallesy doles lalady Ciluls dagi -
Ajoganll

- Setting and applying the decisions,
regulations, precautions, procedures and

taally by sulsilly Ldpeally VA Gkt gy -
sl bl Dless Laldl)
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criteria related to the protection of the
Personal Data.

Sefting a guidance framework for the
codes of conduct related to the
protection of the Personal Data and
approving the codes of conduct of
different entities.

ULl Gleny Aualall ool ligaal ool Ul gag
bl Aoleny Lealdl) Sl Ciligae sldiely cduail)
Laaba ) Cilgall duad )

Coordinating and liaising with all the
governmental and non-governmental
authorities and entities in guaranteeing
the procedures necessary for the
protection of the Personal Data and
communicating with all related initiatives.

ey BaesSall 5ealls Cleall mues ae Glailly Gl
oaddll bl Lla clehal gl 3 LSSl
Al @ld @bl gaes g dealsilly

Supporting the development of the
efficiency of the personnel working in all
the governmental and non-
governmental entities that work on the
protection of Personal Data.

Cleall maen b Akelal) Al SN 5elS sk ae
paddll UL Aglas e L) GuesSall yid g duasSall

Issuing licenses, permits, certifications and
various measures concerning  the
protection of personal data and applying
the provisions of this Law.

A il clalsally mopleatll ol el la)
sl 13e oA gadiiy dpadall bl Alesy Adlaial)

Accrediting entities and individuals and
granting them the permits necessary to
provide consultafion in relafion to
Personal Data protection measures.

) e 3 AU bl agaiag )iy cilgal) slael

Receiving complaints and reports related
to the provisions of this Law and issuing the
necessary decisions in this respect.

Dlaaly (sl 1aa alSal daleial) cleSlly (gl i
Jgla g LUl )l

Commenting on the draft laws and
internafional agreements that regulate,
pertain to Personal Data or whose
provisions are directly or indirectly
reflected on the Personal Data.

alan 3l A sal) LU g cpildl) cile g e b s el
é).«I:LI.A lii)}«ad l.g,«aj,«a.l ua.\s:_\]}i é&a_"ﬁji w‘ U'_lhw\
el Bl s

Supervising and inspecting the persons
addressed by this Law and taking all the
necessary legal procedures.

Masly (ol s MKl bl el 26
LU A gilal) clehaY)

Verifying the conditions of the Cross
Border Movement of Personal Data and
taking the decisions governing such
movements.

LA 3asly caganll e clild) AS)m Jagyd g )
gl A

Organizing conferences,  workshops,
fraining and educational courses and
issuing publications to raise awareness
and educate individuals and entities

il dunal) Glysally Jeall hygs calaiall alan
Jon leally U Casiinlly esl) il e gabaall lawals
padal) bl e Jalaally Glaty Lo agisis
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about their rights in relation the Personal
Data.

- Providing all types of expertise and
counselling in relation to the protection of

Ul Lleay dabaial) chlina¥ly 5al) gl apen s -
Lladl) cilgally gaaall clgal (adll ey cduadall

Personal Data, particularly to
investigative authorities and the judiciary.

- Entering into agreements and | Jalas oslailly Gawtlly aalill ciliSaey cildlisy) oy -
memorandums of understanding and selsall Gy S5l Jans ALall 3 Ayl cilgall e iy
coordinating, cooperating and

exchanging expertise with international
entities which are relevant to the Center's
work, in accordance with the adopted
rules and procedures in this respect.

solall a5 jaall celaYl

- lIssuing circulars updating the Personal
Data protection measures, in
accordance with the activities of
different sectors and the Center's
recommendations.

Gl L Alaall Clelal Guoaty Lalal)l Gilpedll sl -
Aela G S Sluagy diaa) e Uadll gl o

- Preparing and issuing an annual report on
the status of protection of Personal Data
in the Arab Republic of Egypft.

Guaddl) Gl s Als (e Gyl i laaly Al -

Aapall jeae dysgan S

Article (20) (Y+) Bala
The Center shall have a board of directors | i< dgeacy (aisall sl duliy (S8 Blal Galae 3Sall (565
chaired by the Competent Minister, with the B
membership of each of the following: =
1. Arepresentative of the Ministry of Defense to LAl e o)ids g Al )55 e Jran )
be selected by the Minister of Defense.
2. A representative of the Ministry of Interior to LRIl ye oyl AN Byl3e e Jies LY
be selected by the Minister of the Interior. )
3. A representative of the General Intelligence leal)l paty oplids Aalall il Slea e Jies ¥
Agency to be selected by the Head of the
Agency.
4. Arepresentative of the Administrative Control )l Lty oplids L)lay1 LG dus e Jies £
Authority to be selected by the Chairman of )
the Authority.
5. A represenfative  of the Information | uia. s slias clogled) lasl oS delin duati 40 (e Jiaa .0
Technology Industry Development Authority gl 5]
to be selected by the Chairman of the Board
of Directors of the Authority.
6. A representative  of  the  National | g use g olisy VL] adasl cogdl Slgall g fias .3
Telecommunications Regulatory Authority to Sleal
be selected by the Chairman of the Board of
Directors of the Authority.
7. The Center's Chief Executive Officer. Al gl e LY
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8. Three experts to be selected by the
Competent Minister.

oaidall el Leaylidy Byall (g3 (e A LA

The membership of board of directors shall be for
a term of three years, subject to renewal. A
Decree from the Prime Minister shall be issued
establishing the board of directors and
determining the financials of its members.

Ddarg caaaill ALE Glgin EDB BAY) udaa dgiac Bae (<54
cebsl Galaa ity (e U8 ilincY Adlal) dlalaal) apaaty Al

The board of directors may form, from amongst
its members, one committee or more and assign
tfo them, on a temporary basis, certain tasks and
may delegate the Chairman of the Board or the
Chief Executive Officer of the Center in some of
its competencies.

iy ) gy ST ol iad atliac 0 e IS o B Guladly
Gl 5l BIY) Gadaa athy g OF Calaally cplgall (ans A5
Alalaidl (yany A Kl gduaul)

Article (21)

(YY) 8ala

The Center's board of directors shall be the
dominant _authority over its  affairs and
competences. It may take whatever decision it
deems necessary in pursuance of the purposes of
the Center, the Law and its Regulations, and
particularly the following:

cilalaid] Byilag 4igid e diagall daldl 5o 3SHall 5o (ulsa

aiay Gllly S5al el il s com Y o Lo 353 o 4l

b b gad¥) e aly cdpdanl)

- Adopting the necessary policies, strategic
plans and programs for the protection of
Personal Data.

dlead e maally dnglia) babally clubd) 53 -
il cbily)

- Approving the regulations, requirements,
precautions and standards for the
protection of Personal Data.

leny Aalall uleally ulally Ldseally wilslll slcel -
Apad &) bl

- Activating the international cooperation
plans and exchanging expertise with
international entities and organizations.

Cleall ge bl Jia; el Gl Lba slae) -
Jgall cladanall

- Approving the organizational structure,
the financial and administrative
regulations, the human resources and the
annual budget of the Center

Gyl 2lpally )1y ) ey milill JSigl sliel -
S5l s &3jlsall

- Approving the establishment of the
Center's offices or branches all over the
Republic.

G e 5 g J Sl o o b -
REPYREN|

- Accepting grants, donations and
endowments necessary to achieve its
purposes after obtaining the approvals
required by law.

Sl abel atl LU ciliglly lepilly il Jod -
Ll dalbial lilsall e Jgean) aey
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Article (22)

(YY) 8ala

The board of directors of the Center shall meet
upon the invitation of its Chairman at least once
every month, and whenever necessary. The
meeting shall be valid if attended by the maijority
of board members. Resolutions shall be issued by
a two thirds majority of the attending members
and the Chairman may invite any person to
aftend the meeting without having a counted
vote.

Wiy ¢ g IS Y1 e By duathy oa Bse s 3Sal) 1) adae peatin
cailiacl Aulel Hpoma B dclaa) 5Ky ) dalal) cen
s ol Gailly cppalall sliaed) clgual b dule il o

e Cigea Al 05 of 033 g LY gl (5 0

Article (23)

(YY) 8l

The Center shall have a chief executive officer
who shall be appointed by a decree of the Prime
Minister and whose financials shall be determined
by such decree, upon the proposal of the
Competent Minister, for a term of four years,
renewable only once.

O DDA Al dilales sty dbualy deay 20 () el 5S0
st o)l 5aal il sl Z1E e 3Ly el Gulae Gady
-Baaly Byl paanll AL

The chief executive officer shall be liable before
the board of directors for the technical,
administrative _and financial matters of the
Center _and shall represent the Center in its
dealings with third parfies and before the

judiciary.

(Gles B B8 560 Jlael s e BISY) e plel Yoiosa 015K

celadll alaly palls adla A aliasg

The chief executive officer, enjoys particularly,
the following competencies:

th Lt e aly

1. Supervising the implementation of the board
of directors' resolutions.

B edae ) i e Galyay) L)

2. Managing and supervising the work of the
Center and its matters.

44‘9341 u:v‘aﬁ‘, Ao M\‘):\MQJQ &_Qb.«l\y\‘g )S)AS\ E)\Jl .Y

3. Submitting regular reports to the board of
directors on the Center's activity, work
progress and the achievements
accomplished in accordance with the
objectives, plans and programs developed
and identifying the performance obstacles
and the proposed solutions to avoid them.

dandl s 5l Blis e B Galae (Ao Lpss )l pape LT
2383y (e gamgall alylly Lalaally CalaaSU Uy sjla) 5 Lo 4

ol ds giadl Jolally cola) cligae

4. Exercising other competencies specified by
the Center's regulations.

S @l aaas ) (AY) clabaia¥) dujles

5. Taking all necessary actions to enforce all the
functions and competences of the Center
mentioned in Article (21) of this Law.

& 5ulsl) dlaliaialy Jall alga guen MY o3b Lo JS 33 Lo
L0slal) 138 e (Y1) Balal

The Chief Executive Officer shall be assisted with
respect to the performance of his competencies,
by a sufficient number of experts, technicians and

3l il JSegll Uiy Y1y cppill
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administrators  in  accordance  with  the
organizational structure of the Center.

Article (24)

(Y¢) 82k

The members of the board of directors of the
Center and its employees shall be prohibited
from disclosing any documents, papers or Data
relating fo cases monitored, or examined by the
Center, or which are submitted or circulated
during the examination or issuance of decisions
thereto. This obligation shall remain in force after
the termination of the relationship with the
Center.

S 3l Gl sl can culalally SHal 1)l slimel e sy
lgand ol Leuliy 35al asi ) VAL sl by ol clativa
o dalal) Bl o) o pand ol Llglss o Lganais w )

3Sall DR olgi) aay LS8 AN 128 (i

In all cases, the information, documents, papers,
and data referred to in this artficle, shall be
disclosed only to the investigating authorities and
judicial authorities.

i aticaally Gl cilasladll e 2 Lad) Sone Y (oY) guen s
ciliglly cilgadls Ganall clalad V) 5ol o3a b L) SLaall cliludls
Aloadl

Article (25)

(o) 8l

The Center may in coordination with the
competent authorities, cooperate with its
correspondents  in foreign  countries in
accordance with the international, regional and
bilateral cooperation treaties or ratified
cooperatfion protocols, or in application of
reciprocity principle, in order to protect the
Personal Data and confirm the level of
compliance with the law by Controllers and
Processors outside the Republic. The Center shall
work on the exchange of data and information
in order to ensure the protection and non-
breach of Personal Data and to assist in the
investigations of the breaches and related crimes
and fracking its perpetrators.

L) DL aihlai aa ¢sbaall daiial) cilalad) ge Gausiilly Sl
CNsSsig ol ALy Laally Alsal) (pglarl) lblin) ) b el
Goles asli e Ly il Alalaadl Tasad Gl of Lgdde acadll osleall
CeSaiall Ji e gilall JUY) (530 (e anlly dpaddl) bl
Glasteally llall ol Ao 55 all danis cdnysgandl 2)la Gaalladlly
5ac Laally LSl axe s duaddll bl Al Ui of il (e Lo
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Chapter 10
Licenses, Permits and Certifications
First: Types of Licenses, Permits and Certifications

Salad) Juadd)
clalaie Yy gobailly el
clalaie¥y mlailly passlal ¢ sl Yl

Article (26)

(Y1) 8k

The Center shall issue Licenses, Permits or
Certifications as follows:

Y sl e clalae) o mnlaill of (el SKal G

1. The Center shall classify and determine the
types of Licenses, Permits and Certifications,
and setf the conditions for each type thereof,
in accordance with the provisions of the
Executive Regulations of this Law.

waaiy clbildeYly mylailly panlpll chiaan a0 am )
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2. lIssuing the License or Permit for the Controller
or Processor to undertake the operations of
saving, dealing with and Processing the
Personal Data in accordance with the
provisions of this Law.
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3. Issuing Licenses or Permits for direct Electronic
Marketing.
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4. Issuing Licenses or Permits with respect to the
Processing of Personal Data undertaken by
the associations, unions or clubs for the
members of these entities and within the
framework of their activities.
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5. Issuing Licenses or Permits for the visual
surveillance methods in public places:
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control and processing of Sensitive Personal bl dom sl

Data.

7. Issuing Permits and Certifications with respect
fo individuals and entities to allow them to
provide consultancy services on procedures
for the protection of Personal Data and their
compliance procedures.
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8. Issuing Licenses and Permits for the Cross
Border Movement of Personal Data.
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The Executive Regulations of this Law shall specify
the types, categories and levels of these Permits,
Licenses and Certifications, as well as the
procedures and conditions of issuance and
renewal and its applicable forms, against the
payment of a fee not exceeding two million
pounds for issuance of the License and five
hundred pounds for issuance of a Permit or
Certification.
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Second: The Procedures of Issuance of Licenses,
Permits and Certifications
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Article (27)

(YY) 82k

Applications  for  Licenses, Permits and
Certifications shall be submitted on the forms set
by the Center supported by all the documents
and information specified by the Center, along
with the submission of an evidence proving the
applicant's financial capacity and his ability to
provide and implement the prescribed
requirements and fechnical standards. A
decision shall be taken in relation to the request
within a period not exceeding ninety days from
the date of completing all the documents and
information; otherwise, the request shall be
considered rejected.
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The Center may request other data, papers or
documents in order to take a decision
concerning the request, and has the right to
request the submission of additional guarantees
for the protection of Personal Data if the
guarantees mentioned in  the submiftted
documents proved to be insufficient.

ULl Gleal Al Glilec i b 6 gl 4 05 LS
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The Controller or the Processor may have more
than one License or Permit according to the type
of Personal Data dealt in.
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Third: Amendment of the License and Permit
Conditions
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Article (28)

(YA) 8ala

Pursuant to the considerations of the public
interest, the Center may amend the License or
the Permit conditions after its issuance in any of
the following cases:
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1. Responding to the international or regional
treaties, or the relevant national laws.

2. Upon the request of the licensee.

3. The merger of the Conftroller or the Processor
with others within the Arab Republic of Egypt
or abroad.

4. If the amendmentis necessary to achieve the
objectives of this Law.
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Fourth: Revocation of the Licenses, Permits and
Certifications
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Article (29)

(Y %) X9

The Center may revoke the License, Permit or
Certification after its issuance in _any of the
following cases:
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1. Breach of the License, Permit or Certification
conditfions.

A

2. Non- payment of renewal fees of the Aae¥) f mopatl) sl Gast Al A ase daw pre LY
License, Permit or Certification.
3. Repeated non-compliance with the Sl Ghbal JineY) e hSs LY

Center's decisions.

4. Waiver of the License, Permit or Certification
to third parties without the Center’s
approval.

aidlge Gsn el e gl syl sl Gl e J3ll)
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5. Issuance of a bankruptcy judgment in
relation to the Controller or the Processor.
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Fifth: Administrative Sanctions

L)) cefiall tluals

Article (30)

(¥+) 8k

Without prejudice to civil and criminal liability
provisions under the law, the Center's Chief
Executive Officer shall send the defaulting person
a warning and grant him a period to stop the
violation and remove its causes and effects
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within a specified. In case the defaulting person
does not comply with such warning, within the
aforementioned period, the Center's board of
directors may issue a reasoned decision of the
following:
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1. A warning fo suspend the License, Permit or
certification , partially or totally, for a certain
period.

2. The suspension of the License, Permit or
Certification in part or in full.

3. The withdrawal or revocation of the License,
Permit or Certification in part or in full.

4. Publishing a statement of the violations that
are evidenced to have occurred in one or
more wide spreading media at the defaulting
person’s expense.

5. Subjecting the Controller or the Processor to
the Center's technical supervision to ensure
the protection of Personal Data at their own
cost, as the case may be.
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Chapter 11
The Budget and the Financial Resources of the
Center
Article (31)
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The Center has a special budget that is prepared
based on the model of economic authorities in
accordance with the rules determined by the
Center’sregulations and following the rules of the
standardized accounting system, without being
subject to governmental rules and systems. The
Center's fiscal year starts and ends with the state's
fiscal year. The Center has its own bank account
at the Central Bank of Egypt in which ifs funds are
deposited. The Center may open an account in
any commercial bank after the approval of the
Minister of Finance. The Center's budget surplus
shall be fransferred on a year-to-year basis.
Disbursement of the Center's funds shall be made
in accordance with the financial regulations and
in the fields determined by its board of directors.
Its resources shall consist of the following:
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1. The dllocations allocated thereto from the
budget of the Information Technology
Industry Development Agency.

2. The allocations made by the public freasury
amounting to one third of the proceeds of the
fines imposed in application of the provisions
of this Law.

LAl 138 HSAY ket Ly (unial)

3. The cost of the services provided by the
Center.
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4. The fees and charges for the issued Licenses,
Permits and Certifications and the value of
the approved settlements.
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Investment return of the Center's funds.

L 3Sal Jlgal Lt 2ile

Granfs, donations and endowments
approved by the board of directors.
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Chapter 12 e A gl
Requests and Complaints i
First: Requests sl «-MH\
Glathal) Y
Article (32) (F7) 5aa

The Data Subject and any relevant person may
submit a request to any Recipient, Conftroller or
Processor to exercise his rights stipulated in this
Law and the party receiving such request shall
respond fo it within six working days from the
date of submission.
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Second: Complaints

@yl Wil

Article (33)

(¥v) salall

Without prejudice to the right of recourse to the
courts; the Data Subject and any relevant person
or person with interest, has the right to submit a
complaint in any of the following cases:

1. Infringement or breach of the right of
protection of the Personal Data.
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2. Failure to enable the Data Subject to exercise
his rights.
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3. The decisions issued by the Data Protection
Officer of the Processor or the Confroller in
relation to the requests submitted thereto.
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The complaints are submitted fo the Center who
has the right to take the necessary investigation
procedures. The decision shall be issued within
thirty working days from the day of submission.
The complainer and the counterparty shall both
be notified with the decision.
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The counterparty shall execute the Center's
decision within seven working days from the
noftification date and shall inform the Center of
such execution.
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Article (34) (Fe) 5aa

The Center's employees, specified by a decision
issued by the Minister of Justice, upon the
proposal of the Competent Minister, shall have
low enforcement powers with respect fo the
evidencing of the crimes committed in violation
of this Law.
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Chapter 14 e gl Jadl)
Crimes and Sanctions iligially allal)
Article (35) (v°) Bala

Without prejudice to any severer sanctions
mentioned under any other law and without
prejudice to the injured person's right to seek
damages, the following articles stipulate the
sanctions prescribed for the crimes mentioned
below.
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Article (36)

(¥7) 8aka

Any Recipient, Controller, Processor shall be
sentenced fto pay a fine not less than one
hundred thousand pounds and not exceeding
one million pounds for collecting, processing,
disclosing, Making the Personal Data Available or
circulating Personal Data processed
electronically by any means other than the
legally authorized means, or without the consent
of the Data Subject.

The penalty shall be imprisonment of not less than
six months and the payment of a fine nof less
than two hundred thousand pounds and not
exceeding two million pounds or one of these
penalties if this is committed in exchange for a
material or a moral benefit, or with the intention
of exposing the Data Subject to danger or
damage.
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Article (37)

(V) 82k

Each Recipient, Controller or Processor who
refrains from allowing, without legal justification,
the Data Subject to exercise his rights, stipulated
in Article (2) of this Law, shall pay a fine not less
than one hundred thousand pounds and not
exceeding one million pounds.

Anyone who collects Personal Data without
complying with the conditions stipulated in Article
(3) of this Law shall pay a fine of not less than two
hundred thousand pounds and not exceeding
two million pounds.
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Article (38)

(¥A) 8l

Each Conftroller or Processor who does not
perform his obligations under articles (4,5,7) of this
Law shall pay a fine not less than three hundred
thousand pounds and not exceeding three
million pounds.
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Article (39)

(v4) 32k

Each legal representative of a legal person who
does not abide by its obligations stipulated in
Article (8) of this law, shall pay a fine not less than
two hundred thousand pounds and not
exceeding two million pounds.
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Article (40)

(i ~) dala

Each Data Protection Officer who does not
abide by his job requirements stipulated in Article
(9) of this Law shall pay a fine not less than two
hundred thousand pounds and not exceeding
two million pounds.
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If a crime occurs as a result of the negligence of
the Date Protection Officer, the officer shall pay
a fine not less than fifty thousand pounds and not
exceeding five hundred thousand pounds.
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Article (41)

(¢Y) 8ala

Each Recipient, Controller, Processor who
collected, made available, circulated,
processed, disclosed, stored, transmitted or
saved Sensitive Personal Data without the
consent of the Data Subject or in cases other
than those permitted by the law, shall be
senfenced to imprisonment for a duration noft less
than three months and shall pay a fine not less
than five hundred thousand pounds and not
exceeding five million pounds or by one of these
two sanctions.
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Article (42)

(£Y) 82k

Each person who violates the provisions of Cross
Border Movement of Personal Data stipulated
under articles (14, 15, and 16) of this law, shall be
senfenced to imprisonment for a duration not less
than three months and shall pay a fine not less
than five hundred thousand pounds and not
exceeding five million pounds or by one of these
two sanctions.
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Article (43)

(£7) 8k

Each person who violates the Electronic
Marketing provisions stipulated under articles (17
and 18) of this Law shall pay a fine not less than
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two hundred thousand pounds and not POl 138 G
exceeding two million pounds.

Article (44) (£¢) 32k
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employees who violates the obligations
stipulated under Article (24) of this Law shall pay
a fine not less than three hundred thousand
pounds and not exceeding three million pounds.
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Article (45)

(¢9) 8l

Each person who violates the provisions relating
to Licenses, Permits or Certifications stipulated
under this Law shall pay a fine not less than five
hundred thousand pounds and not exceeding
five million pounds.
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Article (46)

(¢7) 8ala

Each person who bans any of the Center's
employees having law enforcement powers,
from performing his work shall be sentenced to
imprisonment for a duration not less than six
months and shall pay a fine not less than two
hundred thousand pounds and not exceeding
two million pounds or by one of those two
sanctions.
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Article (47)

(£V) 8l

The de facto manager of the violating legal
person shall be sanctioned by the same sanctions
prescribed for the violations of this Law, if it is
proven that the manager knew about the
violations of such legal person and if the
manager’s breach of the duties imposed by such
management contributed to the crime.
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The legal person is jointly responsible for the
payment of the ruled damages, if the violation is
committed by one of its employees, under its
name and for its benefit.
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Article (48)

(£A) 82k

In all cases and in addition to all the sanctions
stipulated in this law, the court shall order that the
convicting judgement shall be published in two
widespread newspapers and on the internet at
the expense of the convicted person.

In case of recidivism, the sanctions stipulated in
this chapter will be doubled with their minimum
and maximum limits.
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The attempt to commit the crimes stipulated
under this Law shall be sanctioned with half the
prescribed sanctions.
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Settlement
Article (49)
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At any stage of the criminal proceedings and
before the issuance of a final judgment, the
accused may prove that he agreed on a
settflement with the defendant, his aftorney or his
general successor, with the Center's approval,
before the public prosecution or the competent
court, as the case may be, in respect of the
misdemeanors stipulated under articles (37, 38,
39, 40, 41, 36 and 43) of this Law.
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Setftlement with the Center is possible in relation
to the misdemeanors stipulated in articles (42, 44,
and 45) of this Law at any stage of the criminal
proceedings.
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In all cases, the accused who seeks settlement,
before the initiation of the criminal proceedings,
shall pay an amount equivalent to half of the
minimum fine prescribed for the crime.
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The accused who seeks settlement, after the
initiation of the criminal proceedings and before
the issuance of a final judgment, shall pay half of
the maximum sanction prescribed for the crime
or the adjudicated sanction, whichever is higher.
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The payment shall be made to the treasury of the
competent court, the public prosecution, or the
Center, as the case may be.
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The seftlement shall lead to the termination of the
criminal proceedings without any effect on the
rights of the aggrieved person.
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